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ABSTRACT

This short paper is an interim report on a proje@mbed
watermarks in multimedia where the watermark presid

a meta-content layer, and can be used to embed met
content, so that a compatible viewer can use #yisrlto:
add content value in the form of annotation; linkhw
existing data-bases; and inform accessible devices.

We propose the meta-content layer to be added thame
intended for wide-scale distribution, in which the
distributor or content-creator intends to add cdesible
value in the form of meta-data or annotations.

The watermark then serves to provide a benefithto t
customer instead of only to the content-creator tfar
price of including a watermark. Removing the watark
removes this additional benefit. Retaining it a#othe
watermark to remain a part of the DRM that could be
used to ensure compliance.

Author Keywords
Media indexing, Metadata, Media Ontologies, Digital
Watermarks

ACM Classification Keywords

H5.1. Multimedia Information Systems: video, K.4.2
Social Issues: Assistive technologies for persotith w
disabilities

INTRODUCTION AND BACKGROUND
Gotuit (Gotuit, 2009) describes meta-content tothe
currency of the internet. Images, video and audio can

For example, nowadays cameras can GPS-label the sho
location, as well as be time-stamped onto theigiesa

imilarly audio and video files possess tags dbsui
the recording format, and other information impottéor
play-back. And these also include optional contewel
descriptions. For example, for MPEG-based MP3audi
files, the most common tag formats are the MP3 ID3
audio tags (MP3 ID3, 1996)

These tags consist of: essential tags, without hvtdic
player cannot process the file (eg frame heighttiuyi

optional content tags, which provide extra inforioatto

the viewer but may have little effect on the digp{auch
as capture date, location, owner, etc); and exaaner

linkage tags, which relate this file to otherspther parts
of itself, but which require appropriate infrasture to

support.

While these tag formats are proprietary or semirppe
they are widely used and conversion from these to a
platform-independent XML schema is straightforward
and easily available.

Tag use is widespread, yes. But is it accurate?
Maintaining the accuracy of such tags is vital, as
programs increasingly come to rely on such inforamgt
despite the fact that much of this information mhbst
supplied by human-level intelligence. Anyone wih
significant digital music or image collection cattest to
the importance of accurate meta-information, argb al
how easily it is for this meta-information to get

now easily be obtained by the common person, thepnismatched to the file or otherwise corrupted, a¥ as

uploaded and shared on the internet.

So the above quote is an apt description, giverstio@l

value usually attributed to such video or audioptaces

like YouTube or Facebook. However, for such mddia
be found and useful beyond its social value, thielesa
added content much be rendered in a form that asitye
be searched and indexed.

To a limited degree, such meta-data is alreadylahlai
in the form of format-specific tags. For examplleg

the oft-avoided tedium of correcting these.

Automated systems have existed for many decadés tha
attempt to mitigate this information inaccuracyn darly
form of this was CDDB fronfsracenote, introduced in
1995 (Gracenote, 1995), which attempted to exactly
match a sequence of byte values at the start of/&v®
track against a database of such values which gyope
identify the track, artist and album. Since théadaas
digital but uncompressed, exact matches were
straightforward.  With the rise and frequent use of

PNG, TIFF and JPEG/JFIF (JPEG, 1992) image formatssompressed, recompressed and resampled data, such

all have proprietary tags describing charactesstit the
image recording itself (such a image resolutiorigifte
width, colour format, compression type, etc) that i
essential for display.

These image files also optionally include simplgsta
describing the image content. For JPEG imageanthst
common form of these tags is the EXIF (EXIF, 2002)
standard.
greater level of automated content description gaita.

exact matching is no longer practical.

Media Fingerprinting Technology

Nowadays, exact matching is no longer practicdbren
of perceptually significant markers can be usedaas
fingerprint for the media, which is relatively imqEndent
of the sampling artefacts caused by recompression.

As technology develops, we can expect gor exampleCivolution (Civolution, 2008), uses media

fingerprint technology that is robust to signifitarise



including compression artefacts. It was derivedmfr

research done Bhilips around 2005.

There are many other web vendors touting the usedi
fingerprints (for example see Cano, 2005 or Coxalet

2007), and even some open-source projects such &

Foosic (Foosic, 2009) with various degrees of ssece

While we expect increased use of suddia-cleansing
tools over the years to come, the first requiremient
simply to identify the media. Once properly idéiet, an
online data base could be used to fill in the migsi
metadata for that medium.

Indeed, it is not unreasonable to expect a sigmific
market to come into existence to fill this need étean
meta-data. However, one significant factor agathit
market development is the customer-perceived cliese

Nowadays BD come in two profiles: Disk-based, and
Disk and Network-based (so-called BD-Live™). While
the initial offerings were essentially a recoding tbe
DVD format to HD resolutions, the latest batch uu#s
ames and increased use of value-adding. Figuhewss
recent movie, which includes Gracenote/Sony’s
MovielQ menuing system, allowing “online accesuto
to date information”.

This extra content is normally downloaded to theickes

local storage using the disk itself as a secuteas key.

The advantage of this model is that only ‘authatise
people will have access to the extended content.
However this local storage cannot be backed upinso
practise it limits the amount of extra materialttban be
downloaded. Also, although this extra content igyo
downloaded once, the disk needs to be present and

and suspicion between online content-identification inserted when this extra content is accessed.

processes and associated and implied privacy casicer
with the processes of copyright enforcement. lieke
that ultimately, content ID will become importamtogigh
yo overcome this fear.

Dangers of Using Open Tags
Adding content value using open tags (those frezasily
readable) adds some risks where a Digital

compliance (typically against unauthorised copyiogy
distribution).

A DRM is essentially a mechanism to automatically

enforce the license arrangement under which theiamed
had been purchased.
number of copies of the media (or whether copyiag i
allowed at all), limiting the ability to share theedia with
others, limiting the ability to excerpt parts oktimedia
(eg removing inserted advertisements), or beingefdrto
watch parts in sequence. Customer resentmentreg eb
these enforcements, has resulted in a significearket
for pirates to remove or compromise the DRM.

After illegal DRM-stripping by a pirate, the valaelded
component may be separated from the video/audi
stream, allowing the existence of low-quality vers of
the media without the value-assed parts to preliéer
This could hurt the commercial viability of addisgch
content.

Market damage due to piracy is particularly badhi
business model requires the use of online datasaqoer
view. If pirates can extract the necessary infdroma
once, they can abstract this into a form that does
require online access.

Unfortunately, much of the additional informatioeeded

to make audio or videaccessible falls into this category
of value-added metadata. For example, a textetetble

subtitle or audio-description track on a movie dogsily

double as a movie script.

Blu-ray is a more accessible DVD
The next-generation DVD-like vehicle for movie play
is the Blu-Ray™ disk (BD) format.

Rights
Management (DRM) scheme is used to ensure user|

This may include limiting the
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Figure 1: An examples of extra content
provided via an online service exclusive to
owners of this particular disk title - “Angels
and Demons’ (from Gracenote, 2009 Press
release).

We believe that although there will be a markettfos
approach, we also believe that ultimately most el
prefer all content to be on the disk.

So Is It Accessible?

As with DVD, there appears to be no attempt to esklr
the accessibility of the BD interface. HoweverJiken
DVD, this may be less of a problem.

There is no technical reason for the lack of adbéitg

as there was with DVD due to its limited and pretaiy
interface. BD uses an optimised and assisted l&/a
level virtual engine and a Java Mobile (JME/PBP)
structure for the menuing and playing system. Thus
potentially much of the java code written for mebil
devices can be utilised.

The BD menus can be created using Java code and XML
Through the use of separate sound files descrigsnt of

the options, it would be relatively straightforwatd
programmatically add spoken options to the menu
system. Additionally, making button clicks and nco



shape/colour toggles will maximise the accessjbitf Experience (including with the web) suggests thiih &
the unenhanced hardware platform. much smaller market, many such subsequent releases

The content is normally accessed using a TV-ssfeate never actually happen.

control device. By its nature, this reduces thesgiity

of the interface to the problems experienced bynbéor-
challenged such as those with Parkinson’s diseaas —
long as the auto-repeat on any of the buttons @n b
switched off, or ignored.

ARCHITECTURE

The descriptive layer is built using timed texteaims
within a Matroska media container (Matroska, 2002), and
an appropriate player and editing workbench hawnbe
built in-house.

THE CASE FOR WATERMARKS In parallel, we are building the watermark techigglo
described in outline below. The process, showfigimre
2, combines a robust and fragile watermark. Arrdegs

The importance of metadata has already been argived. of watermarking can be seen in (Cox et al, 2007)

now argue that placing that metadata indelibly initie

media serves three major players: A robust watermark is one that will resist any e to

remove or destroy it. A successful attack on ausbb

watermark is one where the watermark is removenh fro

the host video and the resulting host video i$ ‘gfdod

« the customer in providing the additional content; enough’ that it retains some market value. Cletily is
an imprecise definition, but one should considext fin

* the disabled in providing that additional content some places even a mobile-video of a movie takea in
in a form that can be programmatically enhanced cinema has market value.

to serve their particular needs.

e the content-provider that will assure license
compliance;

) A fragile watermark is one that is extremely sewsito
We propose the meta-content layer to be added thame changes in the media (but may allow changes causigd
or content-creator intends to add considerableevialihe  \jsiple checksum, and depending on use may identify

recoup the costs of doing so.

Ordinarily, such a layer may be added using embedde Tag entry i ) .
text streams within the video, and typically these in  1h€ Process begins by capturing most of the arioatat
XML using a proprietary schema. MPEG, Quicktime, qsually creat.edl in the making of a film, and logtthe
Ogg Vorbis/Theora and Matroska (Matroska, 2002) arelime the movie is sold.

all container file formats that can handle such text

streams. Indeed, during development, we will be [ Authorised Audio / Video

: e i Source
pursuing this line. T Semantic Object Data [
. < >
However, in end usage, such added value layerdd cou 2 N
easily be removed by pirates and used separatifiaps § Kre <
with a DRM-stripped version of the video. Thiskss H " ‘t " _ g
. ; : nnotation 2>
nga_lgatmg of the two components when further ;':rfg Editor/Player -8 B
istributed. Q:rnec;tu Human, Editor A 2
If this layer was inserted as an audio and/or video Rig”"t'?;‘:::f Eervotion Ke
. . . e us | 10
watermark within the existing streams, then theeadd Y =henp Y Compatible
content cannot be easily separated from the hoat da Media Player

Contrary to many currently used implementationsictvh

only seem to serve the content-provider, this wadek Figure 2: Overview of the encoding process
serves to also provide a benefit to the custonstead of
only to the content-creator for the price of inchgl/ ) _ ) : !
retaining the watermark. Removing the watermark wi [nformation (which gives us vital clues as to what
remove this additional benefit. Retaining it, algthe semantic elements are significant enough to warrant

watermark to remain a part of the DRM that could be continuity checks), script and stage directionsling
used to ensure compliance. (especially that shown during the film).

This includes such details as camera positiongjragty

In addition, any special effects visible to thewge (such
as multiple camera angles, break-out into sepataigy
lines, or links to online games and other websites.

The design of our system is universal in nature, so that
accessibility is naturally covered, but not specifically so.

This is an important point, since specific adaptatffort
may often be seen as an additional cost, and hsgea
separateccessible version be released subsequently.

With the assistance of a third-party annotator sfits
through all this technical annotation, we produwe final
annotation stream via a video editing console.



Enter Activity
Eatin|

Figure 3: An example of a manual semantic
object classification process. An editor ‘lasso’s
the relevant objects in a scene (top-left,
bottom-left). The lasso igightened around the
objects (top-right) and they are classified as
the four people, and ‘dining table’. One might
classify some of the items on the table, or
simply text-summarise them.

Figure 4: Entering activity attributes for these oljects
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